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Question 1

The mobile device forensics tool classification system was created by Sam Brothers to give
investigators an overview of available tools, from least complicated to most complex, for the

purpose of gathering mobile evidence. The classification or levels are frequently illustrated as

a triangle with five layers as in Figure 1.

Micrd,
/' Read

Chip-off

Hex Dump

Logical Analysis

Manual Extraction

Figure 1: Sam Brothers tool levelling pyramid

Explain/describe a technique used to acquire digital evidence from a mobile device at

each level, and give a scenario when each can be used. [10]

Question 2

a. Compare digital evidence to physical evidence. In your comparison, give at least three

advantages of digital evidence over physical evidence and at least two advantages of

physical evidence over digital evidence. [10]

a. List five digital forensics artifacts that can retrieved from a mobile phone. [5]
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Question 3

a. Why is it important to understand the file system of a mobile device in digital

forensics. (2]

b. Figure 2 below shows the HFS plus file system used by modern iOS devices.

Reserved (1024 bytes)
Volume Header

Allocation File

Extents Overflow File

File Data Catalog File

or
Free Space

Aftributes File

Startug File

Alternate Yolume Header
Reserved (512 bytes)

Figure 2: The HFS plus volume structure

State how the following sections of this volume/file system could be used for digital

forensics:
i.  Allocation file ‘[2]
ii. Extent overflow file [2]
iii. Catalogue file [2]
iv.  Attribute file [2]
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Question 4
c. What is cell site analysis? How is it useful to mobile forensics. [3]
d. Expand the abbreviations, GSM and CDMA. [1]
e. Outline two main differences that make digital forensic investigations unique for GSM
phones and CDMA phones. (4]
f. Figure 2 shows the architecture of a GSM cellular network. Expand the abbreviations

and state what information of forensic value can be obtained from:

i. BTS
ii. BSC
iii. HLR
iv. VLR
v. EIR
vi.  AuC [12]

Internet

Abis Interface

L L L LN

Um A

— e e e A Interface (Um) = = == ==« [nterface (BSC to MSC)

Figure 3: Architecture of a GSM mobile network

Question 5

Outline two benefits and three hinderance of virtualisation to cloud forensics.  [10]
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Question 6

You are given that a crime was committed and in the commission of the crime an iOS device
was recovered. Given the following different scenarios, state what action can be taken to
preserve information on the device in each case:
i.  Device turned on and unlocked,
ii. Device turned on and locked,
iii.  Device turned off and without passcode,

iv.  Device turned off and with passcode. [20]

Question 7

Reverse Engineering is important in mobile forensics and might be the only way evidence on
a phone may be accessible. However, it does affect the digital forensics investigative process.

a. Besides rooting and starting the device in recovery mode, explain three ways
passcodes in Android phones can be circumvented. (6]

b. How can each of the methods you identified in a. be prevented. [3]
c. Rooting a phone is one way of circumventing passcodes,
i.  Explain three ways of rooting an Android phone. [3]

ii.  List three potential dangers of rooting a phone. (3]

<<<<<<<< END >>55>>55>
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