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1. None

Answer ALL the questions.

Write clearly and neatly.

In answering questions, be guided by the allocated marks.

Number your answers clearly, following the numbering used in this
question paper.

(Including this front page)

INSTRUCTIONS

PERMISSIBLE MATERIALS




Question 1

(a) What are the techniques for Security analytics? List them. [05 Marks]
(b) Explain how analytics is applied in cybersecurity. [05 Marks]
(c) How do simulation techniques support threat detection, risk assessment, and proactive

decision-making in security analytics? [10 Marks]

Question 2

(a) Compare and contrast signature-based detection and behaviour-based detection in threat
identification. [10 Marks]

(b) Describe how anomaly detection techniques help in identifying zero-day attacks.

[10 Marks]
Question 3
(a) What are the goals in incident response? [05 Marks]
(b) How does an incident responder know what to fix? [05 Marks]

(c) Name the phases of Incident response? Explain the role of analytics in each phase.
[10 Marks]

Question 4

(a) Differentiate between text mining and data mining. [10 Marks]

(b) Consider the scenario of the access logs of a cloud application showing multiple failed login
attempts from different IPs.
1. Describe how access analytics can help identify potential brute-force or credential-
stuffing attacks. [05 Marks]
2. Suggest mitigation strategies based on your analysis. [05 Marks]



Question 5

(a) What are insider threats in cybersecurity? Discuss how security intelligence can be applied to
detect, prevent, and mitigate insider threats. [10 Marks]

(b) Explain the Security Intelligence Cycle, describing each phase in detail. Also, explain the basic
process of security intelligence analysis. [10 Marks]
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