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Question 1 

(a) What is Cyber Kill Chain? Explain the attack example for each stage of the Cyber kill Chain with 
the examples of defence techniques. [10 Marks] 

(b) How do the threat actors carry out their attack? Explain the attack methods. [10 Marks] 

Question 2 

(a) How can organisations design effective frameworks to identify, manage, and mitigate insider 
risks? [10 Marks) 

(b) While implementing the least privilege model, what are the best practices that need to be 
followed? [10 Marks) 

Question 3 

(a) What are the key characteristics that all changes should possess to remain effective, secure, and 
sustainable in such a dynamic landscape? [10 Marks) 

(b) In a world where technology, threats, and business needs are constantly evolving, how can you 
architect your infrastructure and operational processes to remain responsive and adaptive to 
inevitable changes? [10 Marks] 

Question 4 

(a) What kinds of incidents or errors require a recovery process? [10 Marks) 

(b) What are the common motivations behind cyberattacks? [10 Marks] 

Question 5 

(a) Define Trojan Horse and its multi-stage lifecycle to achieve its objective. [OS Marks) 

(b) For each of the stages, suggest one specific defence mechanism that could prevent, detect, or 
respond to the attack. [OS Marks] 

(c) Define the term blast radius in the context of securing the systems. [OS Marks] 

(d) Explain the key strategies to control and reduce the blast radius during a security breach. 
[OS Marks] 

---------------- END OF EXAMINATION----------------
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